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“ARTEMISonos: Edappoyr) SDN yla aviyveuon Kol QUTOHOTH OVTLLETWIILON EMLOECEWV
BGP Prefix Hijacking o€ npaypatiko xpovo”

NEPINAHWH

To BGP Prefix Hijacking sivat pla ocuvexng amelkn yla to cvotnua dpopoAdynong tou
AlaSIKTUOU, £XOVTOG ONUOVTIKEG TEXVOAOYLKEC KOl OLKOVOULKEG ETIUMTWOELG TIOYKOOULWG.
H epeuvnTiki Kowotnta £Xel amovtrioel pe e€elOIKEUMEVEG TEXVIKEC aviyveuong Kat
OVTLUETWTTILONG, OL OTtOLEG BEV €TUX AV EUPELAC AOSOXNAG. AVTIOETWG, OL UNXAVIKOL SIKTU WV
ouvnBw¢ akoAouBoUuv amAEG, SOKIUAOUEVEG TIPAKTIKEG, TTOU OUWE €XOUV TIEPLOPLOMOUG
(.. TaxvTnTa).

Ze autn TV gpyacia, Snuoupyoupe pa SDN edapuoyn mou Baoiletal oto MPwTOTUTO
ARTEMIS kat alomolel To ONOS, éva SIKTUaKO AELTOUPYLKO CUOTNUA TEXVOAOYLKNG
awung. H edappoyn ovopdletat ARTEMISonos Kol XPNOLUOTOLEL OUYXPOVEG, KOLVWG
SlaBéolueg untnpeoieg BGP streaming kat avixveLel pe akpifela dtadopetikolg TUMOUG
hijack. EmutAéov, avtidpd autoOpaTa HE TO KATAAANAQ QVTILETPAL.

To ARTEMISonos €ival pla emtionun edpappoyr tou ONOS kat aflomolel OAa Ta opEAN OV
npoodépouv ta Siktua SDN. Zuykekplpéva, to ARTEMISonos €lval uAomolnpévo wg



apBpwtn edappoyn mavw oto OSGi framework, kat xwpiletal o Eexwplotd modules yla
NV avixveuon kot TNV emiluon twv enBécewy. Emtuyxavel uPnAn Stabeocipudtnta Kot
KALLOKWON HEOW TNG KATAVEUNUEVNG OPXLTEKTOVIKAG Tou emumédou SeSopévou Tou
Siktuou. Eniong, Aettoupyel aveaptATw g TNV SLASIKTUAKAG TOU UTIOSOWNG (TT.X. CUCKEUEG
SIKTUWONG), ETMUTPETIOVTOG VAL EXEL EUKOAN avamTtuén aAAd Kal LELWUEVN TIEPUTAOKOTNTA.
ErutAéov, av kat n edappoyn eival Baciopévn oe SDN, sival cupBatry pe to BGP,
OUVETIWG £TOLUN VA XpNOoLUoTolnBel o€ emuyelpnolako emninedo.

A&LOAOYOULE TNV EPYyOOLA LOG UAOTIOLWVTOG L TTAATHOP LA TTIOU EEOLOLWVEL TLG ETILOETELG
BGP Prefix Hijacking. To ARTEMISonos avixveUeL Tnv emiBeon kot ekKwvel tnv Stadikacia
OVTLUETWTILONG EVTIOC UEPLKWV XWAoOTWV Tou SeutepoAémtou. AvtBETwG, n TARPNG
OVTIUETWTIILON TNG ETBeONC eMITUYXAVETOL O SEUTEPOAEMTA, TO XPOVO TOU amalteltal
a6 to BGP ywa va ouykAivel. NMapoAo mou to ARTEMISonos €lval pla edpappoyn mou
avtdpa UETA TN €KKivnon NG EMIBEONC, N AVILLETWIILON TNG OE OPLOUEVEC TIEPLUTTWOELC
elvat taxutepn amnd tn dtadoon TG, mpootatevovtag To Siktuo oxeSOV TPOANTITIKA.
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“ARTEMISonos : SDN-based Real-Time Detection and Automatic Mitigation of BGP
Prefix Hijacking”

ABSTRACT

Prefix hijacking is a persistent and serious threat for the Internet's routing system, having
a technical and financial impact on a global scale. The research community has developed
several sophisticated prefix hijacking detection techniques, which nevertheless lack wide



adoption. On the other hand, network operators usually follow simple, tested practices,
albeit with their own limitations (e.g., slow mitigation speed).

In the current work, we present a Software Defined Networking (SDN) application which
is built upon the principles of the prototype ARTEMIS, such as self-monitoring, and utilizes
ONOS, a carrier-grade SDN Operating System. The application is called ARTEMISonos; it
uses modern, publicly available streaming services to monitor the BGP control plane in
real-time, and accurately detects different types of hijacks. Moreover, it reacts
automatically with a configurable mitigation countermeasure.

ARTEMISonos is an official application of ONOS, and leverages several advantages of SDN.
In particular, it provides the following features. ARTEMISonos is developed as a modular
application on top of the OSGi framework, containing a monitoring, a detection and a
mitigation module. It achieves high availability and scalability through the distributed
architecture of the network control plane, and is agnostic to the network infrastructure
(BGP speakers, data-plane devices, etc) that it operates on, allowing for easy deployment
and reduced operational complexity. Although ARTEMISonos is an SDN application, it is
fully compatible with BGP, and is thus ready to be used in operational environments.

We evaluate our work by implementing a framework that emulates prefix hijacks. We
show that ARTEMISonos detects the hijack and starts the mitigation process within
milliseconds. On the contrary, mitigation is achieved in seconds; the time required for
BGP to fully converge. Despite ARTEMISonos being --in principle-- a reactive application, in
some cases it is faster than the propagation of the actual hijack event, protecting some
networks (the ones “close” to the victim) almost proactively.



